Menpsaukos @. B., rpynna 306-MBT-2
Hactpoiika VPN-cepepa Wireguard

1. Ycranoska Wireguard u JOMOJHUTEIBHBIX TAKSTOB

s

E¥ root@vm335185: ~ X + o~

rootEVN335185:~% sudo apt install wireguard-tools mawk grep iproute2 qrencode

Reading package lists... Done

Building dependency tree

Reading state information... Done

grep is already the newest version (3.4-1).

4 1.0.20200513-1~20.04.2 [83.3 kEB]

Fetched 131 kB in ©s (622 kB/s)

Selecting previously unselected package libqrencoded:amdsd.

(Reading database ... 185426 files and directories currently installed.)
Preparing to unpack .../libqrencoded_4.8.2-2_amdéud.deb

Unpacking libgrencoded:amdéd (4.8.2-2)

Selecting previously unselected package qrencode.

Preparing to unpack .../qrencode_u4.0.2-2_amdéd.deb

Unpacking grencode (4.8.2-2)

Selecting previously unselected package wireguard-tools.

Preparing to unpack .../wireguard-tools_1.0.20200513-1~20.04.2_amdé6d.deb
Unpacking wireguard-tools (1.8.202080513-1~20.84.2)

Setting up libgrencoded:amdsd (4.8.2-2)

Setting up qrencode (4.8.2-2)

Setting up wireguard-tools (1.8.20200513-1~20.04.2)

wg-quick.target is a disabled or a static unit, not starting it.

2. 3arpyska ckpurta easy-wg-quick (https://github.com/burghardt/easy-wg-quick)

¥ root@vm335185: ~

Setting up grencode (4.8.2-2)

Setting up wireguard-tools (1.0.20200513-1~20.084.2)
wg—quick.target is a disabled or a static unit, not starting it.
Processing triggers for man-db (2.9.1-1)

Processing triggers for Llibec-bin (2.31-Bubuntu9.2)

rootEvnisbles:~# wget https://raw.githubusercontent.com/burghardt/easy-wg-quick/master

--2822-06-14 81:17:40—— https://raw.githubusercontent.com/burghardt/easy-wg—quick/mas
ter/easy-wg-quick

Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.111.133, 18
5.199.189.133, 185.199.188.133,

Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.111.133|:4
43... connected.

HTTP request sent, awaiting response... 280 0K

Length: 16956 (17K) [text/plain]

Saving to: ‘easy-wg-quick’

easy-wg—quick >] 16.56K --.-KB/s in 0.01s

2822-86-14 91:17:48 (1.40 MB/s) - teasy-wg-quick? saved [16956/16956]



https://github.com/burghardt/easy-wg-quick

3. YcraHOoBKa pa3pelieHus Ha 3amyck (aiiina

E¥ root@vm335185: ~

wg-quick.target is a disabled or a static unit, not starting it.

Processing triggers for man-db (2.9.1-1)

Processing triggers for libc-bin (2.31-Bubuntu9.2)

root@vm335185:~# wget https://raw.githubusercontent.com/burghardt/easy-wg-quick/master
Jeasy-wg—quick

--2022-06-14 81:17:u48-- https://raw.githubusercontent.com/burghardt/easy-wg-quick/mas
ter/easy-wg-quick

Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.111.133, 18
5.199.169.133, 185.199.188.133,

Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.111.133|:4
43... connected.

HTTP request sent, awaiting response... 280 0K

Length: 16956 (17K) [text/plain]

Saving to: teasy-wg—quick?®

easy-wg-quick >] 16.56K --.-HKB/s in 8.01s

2022-86-14 01:17:48 (1.40 MB/s) - ‘*easy-wg-quick’ saved [16956/16956]
root@vm335185:~#
root@vm335185:~#

4. 3amyck easy-wg-quick

E¥ root@vm335185; ~ bt +

root@um335185:~# [EEEYSNGEGUIGH

No extnetif.txt... creating one!

No extnetip.txt... creating one!

No intnetmtu.txt... creating one!

No intnetmask.txt... creating one!

No intnetdns.txt... creating one!

No intnetaddress.txt... creating one!

No intnetallowedips.txt... creating one!

No fwtype.txt... creating one!

No sysctltype.txt... creating one!

Looks like you have IPv6é available. Epabling IPv6 in tunnels!
No ipvémode.txt... creating one!

No intnetémask.txt... creating one!

No intnetédns.txt... creating one!

No intnet6address.txt... creating one!

No seqno.txt... creating one!

No portno.txt... creating one!

No wghub.key... creating one!

No wghub.conf... creating one!

Wireguard hub address is 194.87.49.19:130877 on eth@.

Note: customize [Interface] section of wghub.conf if required!




E¥ root@vm335185; ~ X + | = = O *

Scan QR code with your phone or use "wgclient_10.conf" file.
Updating wghub.conf... done!

Important: Deploy updated wghub.conf configuration to wireguard with wg—quick:
sudo wg-quick down ./wghub.conf # if already configured
sudo wg-quick up ./wghub.conf
sudo wg show # to check status

root@vm335185:~# |

5. Bxirouenue ciayx0b1 Wg-quick@wghub

E¥ root@vm335185: ~ X + O %

root@vm335185:~# sudo cp wghub.conf /etc/wireguard/wghub.conf

root@vm335185:~# sudo systemctl enable wg—quick@wghub

Created symlink /etc/systemd/system/multi-user.target.wants/wg-quick@wghub.service » /
lib/systemd/system/wg-quick@.service.

root@vm335185:~# sudo systemctl start wg-quick@wghub

root@vm335185:~# |




6. [TpocMOTp COCTOSIHHSI CITY>KOBI

E¥ root@vm335185: ~

wg-quick@wghub.service — WireGuard via wg-quick(8) for wghub
loaded (/lib/systemd/system/wg-quick@.service; enabled; vendor preset: ef
since Tue 2022-06-14 01:20:50 MSK; 1min 2s ago

Loaded:
Active:

Do

Cs.

Process:
Main PID:

14
1y
14
14
14
14
14
14

81:
e1:
a1:
al1:
8l1:
e1:
a1:
8l1:

208:
20:
20:
20:
28:
20:
20:
28:

man:wg-quick(8)
man:wg(8)
https://www.wireguard.com/
https://www.wireguard. com/quickstart/
https://git.zx2cl.com/wireguard-tools/about/src/man/wg—quick.8
https://git.zx2cl.com/wireguard-tools/about/src/man/wg.8

37224 ExecStart=/usr/bin/wg-quick up wghub (code=exited, status=8/SUCCES[
37224 (code=exited, status=8/SUCCESS)

49
49
49
49
49
49
49
50

vim335185
vm3351835
vm335185
vin335185
vim335185
vm335185
vm335185
vim335185

wg—quick[37224]: [#] ip link set mtu 1280 up dev wghub
wg—quick[37224]: [#] iptables -t mangle -A POSTROUTING -p tcg
wg-quick[37224]: [#] ip6tables -t mangle -A POSTROUTING -p ti
wg—quick[37224]: [#] iptables -t nat —-A POSTROUTING -o eth® g
wg—quick[37224]: [#] iptables -A FORWARD -i wghub -j ACCEPT
wg—quick[37224]: [#] ip6tables —-A FORWARD -i wghub -j ACCEPT
wg-quick[3722u]: [#] ip6tables -t nat -A POSTROUTING -o ethef
wg—quick[37224]: [#] sysctl -q -w net.ipvd.ip_forward=1

7. ®aiin koHduryparuu kreata wgclient_10.conf 6su1 3arpyxen ¢ momoripio WIinSCP.,

pod

File

Edit

Selection

View

wagclient_10.conf X

C: » Users » Fyodor » Desktop » wgclient_1

1

[Interface]
168.21.171.16/24, +d21:2237:7163:8494::
.1.1.1, 2686:4706:4786::1111

= CEv157]58s9G1NdalyFIIsuRgwyoYxE /7 xk

() Restricted Mode &0

wgclient_10.conf - ... D:l Q |:|:| 0s

0.conf

sgvaByl6egxbtxvxl/iGP2sFIVINFbXwBrknWD2+H13c

1 SABOT PSldx

I =8.8.8.8/8, ::/0

194.87.49.19:13077
Keepalive = 25

Ao Ln 1, Col 1

Spaces:4 UTF-8 LF Properties & [




8. Ycranoska kimenta Wireguard

9. IIpocmortp Tekymiero IP-aapeca

< YEHMECI: Mpa; 2ip.ru . &
= IP
188.234.79.3

= m]

=Z*» 00 :

10. IMoakroveHUE K CEpBEPY

é WireGuard

TyHHE.I'IH x:'rpHa_n

@ wgclient_10

= [oBaBuTe TyHHENE v| )4 ‘ T

WHTepdenc: wgclient_10

Cratyc: @ [Mogknroued
MyBanuneni karoy:  KAXTPASEYXDG T mwkHs+ ULdmeKHaqw2l 53
MPHOPeebDE=
Mopm 56094
MTU: 1280
IP-agpeca:  10.21.171.10/24, fd21:2237:7163:2494::10/64

DM5-cepeepsr

Mup

MyBandHbIi Knrou:

OBl knrou:

PaspewenHeie IP-agpeca:
IP-appec cepeepa:
MogaepuBaHIE COBAMHEHMA:
MocnegHes pykonomaTe:

Mepegaya:

1.1.1.1, 2606:4700:4700:11711

OmnounTe

sgvabBylbgxbton /IGP2sFIVInFbX
wirWnWD2+HI3c=

BKIHOMEHD
0.0.0.0/0, ::/0
194.87.49.19:13077
25

18cek Hazag

Monyqeno 13,93 KB, oTnpaeneqo
73,04 KB

PegakTupoeaTe

10. Coenunenue ocymectrisercs yepe3 VPN-cepsep

& Ysrars IP aapec

&« C & Zipu

Baw IP agpec:

194.87.49.19




